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Specifications presented herein are thought to be accurate at the time of publication but are
subject to change without notice

No warranties of any kind are implied on the information contained in this document

1

| nt roduction and Scope

A nunber of protective relays and controls devel oped by Beckw th
Electric for its integrated protection systens and vol t/ VAr
managenent controls incorporate a digital conmunications
interface. These systens and controls are collectively
designated as intelligent electronic devices (IEDs). The digital
comuni cations interface permts connection of the IEDs to RTUs,
PLCs, data concentrators, SCADA or other conputer systens for on-
line data acquisition and control. GCenerally, all the data and
control functions which are available to an operator using an

i ntegral human-machi ne interface or PC/ Pal m device connected to
the | ED programm ng port are avail abl e using the SCADA/ control
interface port supported by this docunent.

Thi s docunent supports the BECO 2200 pr ot ocol

Thi s protocol operates on databases that are unique for each
particular I1ED. A separate docunent, oriented toward a specific
|ED, lists the data points, control points, data scaling and
comuni cations particulars for each | ED. These docunents nmay
support one or nore protocols.

El ectrical and Mechanical |Interface

The protocol inplenments full-duplex*, serial, byte-oriented,
asynchronous comuni cations. A nunber of physical interfaces are
appropriate for use with this protocol, and may be sel ected based
on other criteria. Accessory equipnment to inplenment severa
interface standards, such as fiber optic, is available from
Beckwith El ectric.

* While the protocol supports full-duplex operation, Beckwith Electric
controls only inplenment half-dupl ex operation.
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3.

Dat a Conmmuni cati ons Pr ot ocol

3.1

General Description

The communi cations facility of controls using this protocol
assunmes the SLAVE role of a MASTER/ SLAVE SYSTEM That is,
all communications to and fromthe control are initiated and
controlled by the host system connected to it. Error-
handling is the responsibility of the host system

Each command to the control includes a control address.

Usi ng the addressability feature, controls may be applied in
ring, multi-drop, or other party-line systens in which a
single nmaster serves a nunber of slaves. Provisions are
made for "broadcast"” and "w | d-card" addresses, where system
characteristics nmake them desirable. Controls can also be
addressed on a group basis.

Data is structured and addressed as several sets of "points"
of different "types." There may be, for a given device, up
to 15 different point types, and up to 256 different points
of each type, for a total of 3840 points. Each point
consists of a 2-byte (16-bit) data word with pre-defined
format or scaling. Individual points nay be either read-
only or read/wite, or read/resettable, and each "type" and
"point" is uniquely defined for a particul ar nodel of
control

The foll owi ng paragraphs define general comrunication format
and protocol. Specific point definitions for each control
or instrunmentation device are defined in separate
specifications for each device. OQher restriction may apply,
consult the controls specific docunent for further

i nformati on.

This communi cation interface is patterned after the Cooper
Power Systens Digital Conmunication Protocol Data 2200
revision 1. No attenpt was nade to be conpletely conpatible
wi th Cooper's inplenmentation.
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3.2 Character formmt.

Al l communi cations is asynchronous, by character (byte).
Each character consists of

start bit

8 data bits, least significant first
parity bit, for even parity*

one stop bit

When two-byte data words are transmtted, the nost
significant (H -order) byte is transmtted first.*

3.3 Receive nessage formt

The received data nessage is a variable-length byte string
of format as foll ows:

data field

(if a wite nmessage)

*Certain relays have this byte ordering reversed. Al so sone controls
do not support parity. See Communi cations Points docunent for
i ndi vi dual contr ol
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wher e:
addr ess:

The address of the control to which the nmessage is directed.
I ntegers 1-200 are valid individual addresses. Integer 255
is the "broadcast" address. All controls execute broadcast
commands, but do not sent a response nessage. |Integer zero
is the "wildcard" address. A control responds to a w ldcard
address as though it were the control's own uni que address.
I nt egers 201-254 is the device type, group address range.
The group address i s dependent upon the device type. The
device type is unique to a particular line of controls
devel oped by Beckwith Electric Co. For exanple, the M 0420
mul tifunction relay may be device type 25, if so, its group
address woul d be 255-25=230. Any nessage set to address 230
causes all connected M 0420 controls to |isten and change as
commanded, with no response. This capability allows
regul ator, recloser, protective relays and future Beckw th
Electric Co. controls to be connected on the sane
communi cation | oop fromthe RTU and each "group" of devices
can be selected by a single nessage.

byte count:
excl uding the The nunmber of bytes in the nessage, including
t he byte-count, but address.

poi nt type:
An integer fromO to 14, identifying the point type
referenced by the command. Point types may be different and
uni quely defined for each control nodel. Type 15 may not be
used.

command code:
The operation to be perforned in response to this nessage.
Command codes are |listed and defined in table 3. 3-1.

poi nt nunber:
An integer fromO to 255, identifying the first point nunber
of the selected type to be operated on by this nessage.

no. of points:
The nunber of points to be operated on by this nessage.
This value nay not be zero, and nay not be greater than 15.

data field:
Data input, if this is a WRITE nessage. Two bytes per point
to be witten. Negative nunbers are expressed in two's
conpl enment form

checksum
The two's conpl enent of the nodul 0-256 sum of all the other
bytes in the nmessage. (i.e., the nunber which causes the
| east significant byte of the sumof all the bytes of this
message to be zero).
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Table 3.3-1 Command Code Definition
Qoerati on

Read. Return the nunerical values of <no. of points>
poi nts, of point type <point type> beginning with point
<poi nt nunber >.

Wite. Set the values of <no. of points> consecutive

poi nts, of point type <point type> beginning with point
<poi nt nunber>, to the values contained in the data section
of this nessage.

Poi nt reset. Reset the value of point <point nunber> of
poi nt type <point type> to its reset value. This value is
uni quely defined for each point, which is resettable. See
the appropriate individual control point specification. For
a reset command nessage, <no. of points> should be set equal
to one. Reset of nmultiple points with one command is
permtted only through the Master reset facility.

Master reset. Reset the values of all master-resettable
poi nts of point type <point type> to their respective reset
val ues.

The points, which are master-resettable, and the values to
whi ch they are reset, are uniquely defined for each device.
The <poi nt nunber> specifications for master reset command
i s not neaningful, and should be set to zero.

Reserved for factory use only.

Reserved for future inplementation. Presently results in
"invalid command" error response.
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3.4 Transit nessage formats

When a control receives a properly formatted nmessage with

valid parity, checksum and byte count, and when the

recei ved nessage contains the control's uni que address or

the wildcard address, the control executes the command and
assenbles and transmts a return nmessage.

When a nessage with the broadcast address is received, and
the nmessage is properly formatted with valid parity,
checksum and byte count, the control executes the command,
but does not send a return nessage.

When a control receives a nessage not addressed to it, or
when the nessage has format, parity, checksum or byte count
errors, the control ignores the nessage and does not
respond.

The structure of the transmtted nessage varies with the
type of command that caused the nessage to be transmtted,
as defined bel ow



BECKWITH
ELEGTHIcDm' G

3.4.1 Read- r esponse nessage for mat

The response to a READ DATA nessage is a variable-length
byte string of format as all ows:

| Data 1 Hi gh byte |
| Data 1 Low byte |

| Data 2 Hi gh byte |
| Data 2 Low byte |

| Data 3 Hi gh byte |
| Data 3 Low byte |

| Data 4 Hi gh byte |
| Data 4 Low byte |

| Data 5 Hi gh byte |
| Data 5 Low byte |

| etc. for all data requested |
I I
| (five bytes per each two |
| data points) |
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wher e:

addr ess:

An echo of the received address, used to indicate to
the master which device is responding.

byte count:

The nunber of bytes in the nmessage, including the byte-
count, but excluding the address.

system error status:

The error status for the systemand prior received
message. Systemerror codes are defined in table 3.4-
1

Data error status:

checksum

The error status for the specific data point referred

to. Data error codes are defined in table 3.4-2. |If

the total nunber of points requested is even, then the
error status for the unused position should be ignored
by the receiving system

The two's conpl enent of the nodul 0-256 sumof all the
other bytes in the nessage. (i.e., the nunber which
causes the least significant byte of the sumof all the
bytes in the nessage to be zero).
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Table 3.4-1 System Error Status Code Definition

code System Error Status
0 K. no errors.
1 Control in local node. The hierarchy gives priority to

front-panel |ocal operation. Local control has been
establ i shed, and control by renote conmunication is

prohi bi t ed.

2 Reserved

3 Reserved

4 Reserved

5 Reserved

* 6 Communi cation | ocked. Conmmuni cation channel is
password protected, access was attenpted with
comruni cation port | ocked.

7 Invalid point type. The point type specified in the
previ ous nessage is not defined for this device.

* 8 Invalid command in received nessage. The command
specified in the previous nessage is not defined for
this device, or type.

9 I nval id point nunber. A point nunber specified in the
previ ous nmessage does not exist, or the command
specified has no neaning for the specified point.

10 I nval i d nunber of points specified in received nessage.
11 Mechani sm operation error. Mechani sm does not respond
to prior operating conmand.

12-15 Reserved for future inplenentation.

Note: |If nore than one systemerror condition prevails on a single

transm ssion, then the error code transmtted will be the first error
encountered by the receiving device.

* See 4.0
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3.4.2 Wite-response nessage format
The response to a WRI TE DATA nessage is a vari abl e-
| ength byte string of format as foll ows:
| addr ess |
| byt e count |
| Systemerr status | Data 1 err status |
| Data 2 err status | Data 3 err status |
| etc., for all data witten |
| |
| (one byte per every two |
| data points) |
| checksum |
wher e:
addr ess:
An echo of the received address, used to indicate to the
mast er which device is respondi ng.
byte count:
The nunber of bytes in the nmessage, including the byte-
count, but excl udi ng t he address.

system error status:

The error status for the systemand prior received nessage.
Systemerror codes are defined in table 3.4-1.

error status:

The error status for the specific data point referred to.
Data error codes are defined in table 3.4-2. |If the total
nunber of points witten is even, then the data error
status for the unused position should be ignored by the
recei ving system

Checksum

The two's conpl enent of the nodul 0-256 sum of all the other
bytes in the message. (i.e., the nunmber which causes the
| east significant byte of the sumof all the bytes in the
message to be zero).
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*

8- 15

See

4.0

T Ycom

Table 3.4-2 Data Error Status Code Definition

XK. No errors.

Default Data. This data point is set to a default
value. If the point was previously set by |local or
comuni cations control, then that set data has been
| ost.

Invalid Data. The requested data is not valid due to
an internal condition of the control.

Invalid and default. This code identifies the presence
of both errors 1 and 2.

Wong value increnent. Data for the wite command is
not of the proper increnent.

Value too large. Data for the wite command is outside
the al |l owabl e range of val ues.

Value too small. Data for the wite command i s outside
the al |l owabl e range of val ues.

Poi nt not used. The point requested is not used at
present. |If nore than one not used point is called for
ina nulti-point read command, then the read response
returns this error code for each not used point along
with a zeroed data field.

Reserved for future inplenmentation
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3.4.3 Reset-response and Error-response nessage format
The response to a PO NT RESET or to a MASTER

RESET, and to a nessage received with an error in
it, are all of a fixed-length format as foll ows:

| Systemerr status | X | X | X | X
| checksum |
wher e:
addr ess:
An echo of the received address, used to indicate to the
mast er which device is respondi ng.
byte count:

The nunber of bytes in the nmessage, including the byte-
count, but excluding the address. For this case, always
equal s three.

system error status:
The error status for the systemand prior received nessage.
Systemerror codes are defined in table 3.4-1.

checksum
The two's conpl enent of the nodul 0-256 sum of all the other
bytes in the nmessage. (i.e., the nunber which causes the
| east significant byte of the sumof all the bytes in the
nmessage to be zero).

4.0 Certain functions may be inplenented slightly different or not
used in Cooper Power Systens protocol definition



